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3 Cloud Readiness Toolkit 

Many countries that are interested in implementing a cloud platform are either uncertain 
where to start or are focused on building a national data center, or equivalent; however, a 
government may not be ready to leverage the cloud, even if they have one available.  In order 
to assist governments with this gap, the World Bank Cloud Readiness Assessment Toolkit 
provides a series of questions that determines where a country is in terms of overall readiness, 
what deployment model they may wish to pursue based on their current regulatory 
environment, and recommendations on how they can better position their government to take 
advantage of cloud computing.  Once a government is ready to implement a cloud platform, the 
application and infrastructure assessment can be used to build out a roadmap both at the 
department/ministry level and the application level. 

3.1 Country Assessment 
The country assessment is a questionnaire used to assess the government’s overall cloud 
readiness.  By answering the questions around regulation, security, infrastructure, etc. the 
assessment identifies gaps in a country’s policies, regulations, or current IT infrastructure that 
would impact a migration to the cloud or prevent a country from fully realizing the potential of 
such a migration.  Research on government cloud migrations show that countries frequently do 
not see the full expected savings or benefits when migrating to the cloud due to gaps in 
readiness. 
 

3.1.1 Methodology 
The country assessment is broken down into seven key categories.  Each category has a 
different purpose.  Together the entire questionnaire is used to identify key gaps and provide 
recommendations and a roadmap for the government to consider. 
 

Category Purpose 

General Determine the true level of interest in migrating to the cloud and 
also the primary benefit that the government hopes to realize. 

Resources Determine if the government has the key skills already available or 
easily accessible prior to starting a cloud migration. 

Security Determine what kind of security is required, including rules around 
data retention and security clearances.  Perception of security may 
also impact public adoption of applications meant for use by the 
citizens of a country. 

Regulations Determine whether there are regulations in place that would 
prevent the migration of some or all government applications to a 
public cloud or discourage the creation of local cloud providers. 

Governance of Information 
and Communications 
Technology (ICT) Systems 

Determine whether existing IT processes and procedures have been 
adapted to a cloud environment.  If applications cannot effectively 
utilize a cloud environment, the government will not fully realize the 
potential benefits. 

Data Determine how secure a government's data is now and whether 
there are regulations in place that would prevent the migration of 
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Category Purpose 

some or all government data to a public cloud and what the overall 
quality of the data currently is. 

Infrastructure Determine whether migrating to the cloud may be too much of a 
burden on the existing infrastructure. 

 
Each question within a category has its own weight.  This weight is based on the impact the 
answer has on the overall readiness for cloud.  Each category sums up to 100%.  The answer 
given for a question determines the value allocated to the overall readiness score and to which 
cloud deployment model would be the closest fit.  The overall readiness score shows where on 
the path to readiness the country is and aligns with the type of recommendations.  A country 
that falls into a "Ready" category shows that they are on the right path to implement cloud, 
whereas a score that is in the “Needs Additional Preparation” range, means that a country 
needs to make some changes before moving forward with a cloud implementation. 
 
Within the document, on the assessment tab, every category is shown, along with the weight 
assigned to each category.  Some categories are weighted more heavily than others based on 
the impact that category has on overall cloud readiness.  For example, Governance of ICT 
Systems was weighted more because of the impact on the realization of long term benefits of 
cloud.  The category weights are default values based on established methodology and 
experience, but can be updated to reflect the particular needs and situation of a specific 
country. 
 
For many questions, an answer of unknown is an option.  However, this option should be 
selected as infrequently as possible.  Unknowns typically result in an average score.  Having a 
large number of unknowns might lead to a score that is higher than it should be, thus hiding a 
lack of readiness or other areas of weakness.  Such a score would thus decrease the overall 
value of the resulting recommendations.  The more complete the questionnaire, the more 
accurate the recommendations and the final score. 

3.2 Application and Infrastructure Assessment 
The application and infrastructure assessment is a questionnaire used to assess the 
government’s overall application landscape.  By answering the questions for each application 
being considered for a migration to the cloud, and any servers associated with those 
applications, the assessment helps determine the fitness, effort and recommended deployment 
type.  
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3.2.1 Methodology 
While the questions are separated into two groups - application and infrastructure, the 
questions within each group are split into four categories – General, Operation Optimization, 
Modernization, and Security.  These categories are reflective of the migration drivers that are 
identified in the country assessment.   
 

 
Each question has been allocated its own weight based on the level of importance and impact 
on the ‘fitness’ and ‘effort required’ for a cloud migration.  
 
Each category sums up to 100% (total 500%) and the default weight of each category has been 
set based on the key driver determined during the country assessment.   

Fitness

• Fitness is defined as being a 
good candidate for cloud

• For example, an application 
that is not going to be retired 
for years is a better fit than an 
application that is going to be 

retired within the next six 
months

• Fitness is assessed on the 
following scale: Very Low, Low, 

Moderate, High, Very High

Effort

• Effort is defined as the 
amount of work and energy 
required to migrate to the 

cloud

• For example, an application 
that does not follow any coding 
standards would require more 

effort than one that does.

• There is no direct relation 
between effort and fitness or 

readiness

• Effort is assessed on the 
following scale: Very Low, Low, 

Moderate, High, Very High

Deployment Model

• A recommendation of Public, 
Local Public, Private, or Hybrid 
is provided for each application

Category Description 

Architecture 

This section covers questions that help determine what kind of cloud 
computing resources would be needed and how they can be optimized.  
This category also determines whether the application would benefit 
from the cloud architecture.  

General This section covers questions that are not covered in the other 
categories, such as which department owns the application. 

Operation Optimization 
This section covers how the application is currently being used and what 
the potential boundaries for future growth are based on the current 
infrastructure. 

Security 
This section covers data security, for example any sensitive data 
(classified data or information that can be used to identify individuals) or 
encryption requirements.  
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 Driver 

Category 
General 
Interest 

Cost 
Savings 

Faster 
Development 

of 
Applications 

Improve 
Operations 
(Agility & 

Scalability) 

Disaster 
Recovery 
and High 

Availability 

Modernization 
Technological 
Advantage or 
Competition 

Security 

General 25% 35% 30% 30% 15% 25% 20% 20% 

Architecture 25% 30% 20% 10% 20% 15% 20% 15% 

Operation 
Optimization 

25% 20% 30% 40% 35% 35% 35% 25% 

Security 25% 15% 20% 20% 30% 25% 25% 40% 

Total 100% 100% 100% 100% 100% 100% 100% 100% 

 
The category weights can be adjusted to meet a specific country’s needs. 
  
Each application is assigned a fitness score, and effort score, and a platform recommendation.   
 
Fitness is weighted as per the following criteria: 

Category Description 

Very High Based on the answer, there should not be any issues or risks in migrating this 
application to the cloud. 

High Based on the answer, there may be minor issues or risks in migrating to the cloud, 
but there are likely known resolutions. 

Moderate 
Based on the answer, there may be issues or risks in migrating to the cloud, and 
workarounds may need to be identified. 

Low 
Based on the answer, there may be significant issues or risks in migrating to the 
cloud, and workarounds will need to be identified. 

Very Low 
Based on the answer, there may be significant issues or risks in migrating to the 
cloud, and there may be no possible workarounds. 

 
Effort is weighted as per the following criteria: 

Category Description 

Very Low Migration is likely to be as simple as copying binaries.  Minimal effort required. 

Low Simple configuration level changes may be required.  No source code or functional 
changes are required. 

Moderate 
The application may require source code and configuration changes, but they will 
be changes expected by individuals familiar with migrating to the cloud.  No 
functional changes will be required.  

High 

The application will require either significant source code and configuration 
changes or an upgrade to a different operating system, middleware component, or 
database in order to be compatible with the cloud.  In addition, analysis of the code 
through the use of a tool may be required in order to identify the necessary 
changes.  No functional changes will be required. 
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Category Description 

Very High 

The application will require significant changes including, but not limited to, an 
upgrade to a different operating system, middleware component, or database in 
order to be compatible with the cloud or a re-architecting of the application to 
enable utilization of the cloud architecture. 

  


